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Introduction
The IoT or the Internet of Things has introduced a fresh 
concept which is using wearable devices to upgrade 
healthcare services [1]. Involving data communication 
with the environment using interrelated physical objects 
and sensors, IoT constitutes a complex system [2]. Not 
only does IoT, but also 5G technology contributed sig-
nificantly to the development of cooperation-based 
health technology solutions. The use of remote sensing 
in healthcare is vast and well-established from numerous 
case studies and practical implementations [3]. 

The innovation of healthcare IoT devices, such as the 
ability to monitor and record patients’ medical data that 
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Abstract
Patient-focused healthcare applications are important to patients because they offer a range of advantages that 
add value and improve the overall healthcare experience. The 5G networks, along with Mobile Edge Computing 
(MEC), can greatly transform healthcare applications, which in turn improves patient care. MEC plays an important 
role in the healthcare of patients by bringing computing resources to the edge of the network. It becomes part of 
an IoT system within healthcare that brings data closer to the core, speeds up decision-making, lowers latency, and 
improves the overall quality of care. While the usage of MEC and 5G networks is beneficial for healthcare purposes, 
there are some issues and difficulties that should be solved for the efficient introduction of this technological 
pair into healthcare. One of the critical issues that blockchain technology can help to overcome is the challenge 
faced by MEC in realizing the most potential applications involving IoT medical devices. This article presents a 
comprehensive literature review on IoT-based healthcare devices, which provide real-time solutions to patients, 
and discusses some major contributions made by MEC and 5G in the healthcare industry. The paper also discusses 
some of the limitations that 5G and MEC networks have in the IoT medical devices area, especially in the field of 
decentralized computing solutions. For this reason, the readership intended for this article is not only researchers 
but also graduate students.
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including electrocardiograms (ECG), blood pressure, and 
pulse measurements is an area at the forefront. Apart 
from these internal measurements, they also take into 
account external indicators of health which are humidity 
and temperature using sensors attached to patients; the 
collected data are then transmitted to health centres for 
further analysis, including telemedicine [4].

The Internet of Medical Things (IoMT) is made up of 
an assortment of devices such as mobiles, sensors, and 
wearables all developed to extract data from patients 
continuously across different environments [5]. Signifi-
cantly, a slight delay in transmitting information can be 
fatal to a patient’s life. The combination of 5G technology 
and cloud computing is very effective in meeting latency 
criteria in healthcare applications [6].

An up-to-date innovation in the field of cloud com-
puting is the introduction of Mobile Edge Computing 
(MEC), which redistributes computing resources from 
large-scale data centres to the edge nodes in a network 
[7]. MEC is important for mobile healthcare devices as 
it allows easy access to computation power by the users 
themselves. In this context, it consolidates all these 
mobile devices, applications, and data produced within 
healthcare environments, enabling nearly instantaneous 
processing at the source level [8].

In support of healthcare devices needing uninterrupted 
and reliable low-latency communications (URLLC), the 
cooperative utilization of 5G and MEC technologies is a 
way to go [9]. They ensure quick and flawless transmis-
sion of information between radio network services. Even 
though Medical IoT devices have limited computational 
power, MEC architecture can handle data processing and 
analysis at the edge of a network avoiding central server 
routing [10]. Such an approach offers several advantages 
in terms of time efficiency, cost minimization, and opera-
tional effectiveness [11]. However, data collection within 
healthcare in general and patient data, in particular, has 
been noted to contribute useful analysis by fusing details 
from different points thus obtaining a holistic picture of 
a patient’s health status [12, 13]. Meanwhile, there are 
various challenges that MEC and 5G technologies must 
address so that healthcare systems can incorporate these 
technologies for the safety of patients [14]. Consider-
ing the sensitivity of health information and how it can 
put patients at risk if not carefully managed as well as 
infringe their privacy rights, security mechanisms must 
be embedded in MEC and IoT devices [15].

The contributions of this article are outlined as follows:

 	• IoT devices enhance remote patient care, 
empowering physicians to monitor patient health 
and manage treatment plans remotely.

 	• MEC and 5G networks augment patient privacy by 
localizing the processing of sensitive medical data, 

thereby reducing the exposure of raw data to public 
networks.

 	• MEC optimizes the functioning of medical devices 
by offloading tasks to edge servers, which in turn 
improves resource utilization and treatment efficacy.

 	• A significant challenge lies in securing sensitive 
medical information and maintaining its privacy at 
the network edge.

 	• While blockchain has been noted for its potential 
in healthcare, particularly concerning security, the 
primary focus of this research is to elucidate the 
transformative impact of IoT-based healthcare 
devices integrated with MEC and the role of 5G 
technology in addressing security and privacy 
concerns.

The remaining article is structured as follows: Chap.  2 
presents a concise literature review that acquaints read-
ers with the historical context of IoT and MEC technol-
ogy, including the emergence of 5G. Chapter 3 delineates 
the detailed methodology and research questions. Sec-
tion 4 discusses the results and provides comprehensive 
responses to each question. Finally, Sect. 5 draws conclu-
sions and suggests directions for future research.

Literature review
The Literature Review provides an in-depth examination 
of data offloading methods, MEC, and 5G networks, as 
they pertain to healthcare. Research has indicated that 
while mobile medical data can be transferred to the cloud 
for processing, analysis, and storage, the latency involved 
in transmitting data to remote clouds remains a concern, 
alongside the ongoing challenge of maintaining patient 
privacy [16]. These issues underscore the importance of 
developing more efficient and secure methods of data 
handling within the healthcare sector.

Advancements in mobile edge technology, as described 
in [17], have been shown to bring computing power 
closer to the user, thus improving the accessibility of 
information within the healthcare system. This paradigm 
shift towards edge computing is indicative of a broader 
trend of decentralization in data processing, emphasizing 
the proximity of computational resources to end-users.

The integration of MEC with healthcare devices has 
been shown to potentially revolutionize the field, as it 
allows for real-time data processing and analytics at 
the edge of the network [18]. By harnessing the power 
of MEC, healthcare applications can fully utilize the 
strengths of 5G by leveraging edge intelligence, network 
slicing, and distributed storage, which are pivotal for the 
next generation of healthcare systems [19].

Detailed examinations have been conducted on how 
edge and cloud computing can synergize to address oper-
ational challenges, with a special focus on optimization 
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methods that address objectives and constraints of end-
to-end application processing [20]. Security remains a 
paramount concern in the transmission of health data, 
and efforts have been made to enhance the security pro-
tocols and encryption methods to protect sensitive infor-
mation [21].

Recent case studies and experiments have explored 
the implementation of MEC in various healthcare set-
tings, with findings suggesting improvements in patient 
privacy and data latency reduction [22]. Additionally, the 
impact of 5G and MEC on telemedicine services has been 
examined, highlighting the benefits of improved remote 
patient monitoring and data security, though challenges 
related to network coverage and connectivity remain, 

particularly in rural and remote areas [23], as well as 
some technical issues [24].

It results that the current literature underscores the 
transformative potential of MEC and 5G in healthcare, 
pointing to improved efficiency, enhanced patient pri-
vacy, and increased reliability of healthcare services. 
However, there are still obstacles to overcome, including 
issues related to scalability, interoperability, and the con-
sistent coverage of 5G networks. These challenges offer 
fertile ground for future research and innovation. Table 1 
describes the existing literature review and key contribu-
tions and Figure 1 illustrates the IoT-based healthcare 
applications.

Table 1  Existing literature review and key contribution
Sr.# Ref Methodology Key Contribution Pro Cons Future Work
1  [25] Research Survey Discover the role of MEC and 

5G in health security.
Improve data access and 
processing and enhance 
interaction devices 
interoperability.

Large medical data have 
limited capacity and possible 
delays in processing.

Search for instant 
analytics and discover 
blockchain integration 
for security at MEC.

2  [26] Experimental 
Study

Implemented a tool of 
MEC-healthcare with 5G 
connectivity.

Reduce data transfer delays. 
Improve care and diagnosis.

Initial implementation costs 
can be high. Dependency for 
stable 5G network.

Consider long-term 
costs. Check user satis-
faction and acceptance.

3  [27] Simulation 
Modeling

Demonstrate the impact of 
MEC on clinical performance 
and sustainability.

Increase overall network effi-
ciency and improve security 
protocols and encryption.

Security issues regarding 
sensitive medical information. 
Edge nodes have resource 
constraints.

Integration of Artificial 
intelligence and re-
search for diagnostics.

4  [22] Case Study Conduct case studies on the 
implementation of MEC in 
specific healthcare settings.

Encryption improves patient 
privacy and reduces latency 
for critical patient data.

Limited standardization 
in MEC implementation. 
Potential interoperability 
challenges.

Investigate the 
impact on regulatory 
compliance.

5  [25] Review Article On 5G, MEC, and healthcare 
security. The author provided 
a review of the literature

Key security challenges are 
identified in MEC.

Standardized security chal-
lenges framework and lack 
of awareness among the 
providers of healthcare

Investigating the AI role 
in MEC securing.

6  [23] Case Study Examined the impact of 5G 
and MEC on telemedicine 
services working through a 
case study.

Improved remote monitor-
ing of patients in telemedi-
cine and enhanced data 
security.

Network coverage is limited 
in rural areas and connectiv-
ity issues exist in remote 
areas.

Optimize 5G and MEC 
for telemedicine and 
explore the role of 
edge AI in healthcare.

7  [28] Survey Paper Interviewed medical experts 
to understand their views 
on privacy and security in 
5G-enabled and MEC-enabled 
healthcare.

Identified privacy concerns 
among healthcare workers 
and their concerns towards 
MEC and 5G in healthcare.

There is limited understand-
ing of 5G and MEC technol-
ogy among healthcare 
workers professionals.

Develop medical and 
professional education 
programs on 5G and 
MEC.

8  [29] Simulation 
Modeling

Simulated the efficiency and 
safety impact of deploying 5G 
and MEC in a large healthcare 
system.

Improved efficiency in 
the network reduced the 
latency.

Data protection issues 
related to data transfer and 
processing.

Assess the impact 
of new 5G technol-
ogy on health system 
performance.

9  [30] Experimental 
Study

Conduct experiments 
on the edge computing-
enabled healthcare systems 
performance.

Real-time response was 
improved in critical medical 
applications.

Potential resource limitations 
in the environments of edge 
computing.

Investigating the 
patient outcomes and 
the impact of edge 
computing on it.

10  [31] Review Article Review of frameworks of exist-
ing security for 5G-enabled 
and MEC-based healthcare.

Identified challenges in 
current medical security 
protocols and proposed dif-
ferent recommendations.

There is a lack of integration 
among the traditional secu-
rity frameworks MEC.

There is a need to pro-
pose a comprehensive 
security framework for 
5G-enabled healthcare 
and MEC.
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Figure 1 illustrates various IoT-based healthcare appli-
cations, demonstrating the diverse applications of these 
technologies in real-world healthcare settings.

Methods and techniques
The primary objective of this work is to construct a Sys-
tematic Literature Review (SLR) to identify, analyze, and 
gather real-world evidence on the usage of MEC in the 
healthcare sector and its integration with 5G networks 
to enhance patient care services. This study examines the 
healthcare sector’s advancements, particularly focusing 
on the contributions of MEC and 5G technologies, and 
how they facilitate IoT devices in healthcare systems. 

Additionally, it investigates the challenges faced by MEC 
systems and the potential solutions within the context 
of these technologies. The systematic review process is 
guided by targeted research questions, which are formu-
lated to direct the investigation. Figure  2 illustrates the 
planning process of the methodology, and the specific 
research questions are delineated in Table 2.

The research questions of Table 2 are designed to cap-
ture the breadth and depth of the MEC and 5G applica-
tion in healthcare, ensuring that the review process is 
comprehensive and informative. The results of this SLR 
will contribute to a clearer understanding of the current 

Fig. 2  Proposed SLR

 

Fig. 1  IoT-based healthcare applications
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state of MEC and 5G technologies in healthcare and will 
outline the avenues for future research and development.

Select data sources
The library or repository that serves as the source for 
search results is called a source. The following digital 
libraries were selected to extract key measurements, 
ACM Digital Library, Springer Digital Library, Science 
Direct, and IEEE Explore. To access previous studies, 
the full text of the literature should be searched. There 
are many research methods when searching for relevant 
information in any digital library. To find relevant infor-
mation, it is necessary to change the search method to 
meet the requirements of the resources. Table  3; Fig.  3 
show the illustration of the various data sources and the 
number of studies generated by the search queries.

Formulate search string
A search string is a carefully constructed set of key-
words and search terms to find relevant information that 
answers the research question being examined. At this 
stage, search strings are created by focusing on specific 
terms and keywords and their definitions selected among 
the research questions, as shown in Table 4. To complete 
the following search string, these keywords are combined 
using the “AND” and “OR” conditions in the order speci-
fied. Figure 4 respectively terms that affect the creation of 
search strings.

Define inclusion and exclusion criteria
Inclusion criteria are set to determine which studies are 
to be incorporated into the literature review. For this 
review, the following criteria have been established: All 
research must be published in English between 2017 and 
2023. The primary focus is on the integration of MEC 
with 5G in the healthcare sector. To be included, a study 
must involve empirical research that addresses MEC, 
5G, and their integration and application within health-
care. Research should also concentrate on the challenges 
related to MEC and 5G in the context of IoT in health-
care and their potential solutions. Only articles from 
reputable journals, books, or conferences are considered. 
Studies that do not meet these criteria are excluded. The 
exclusion criteria disqualify studies published before 
2017 and those where the focus on MEC and 5G in the 

Table 2  Research questions
Research question Motivations
How do MEC and 5G networks 
facilitate IoT-based healthcare 
applications?

The aim is to understand the signifi-
cance of MEC and 5G networks in 
the healthcare sector and how they 
enhance health facilities for patients.

What are the challenges associ-
ated with MEC and 5G networks 
in IoT healthcare applications?

To identify the challenges faced 
by MEC and 5G networks when 
integrated with IoT devices in 
healthcare settings.

Table 3  Query results from data sources
Library Initial Title and Keyword Abstract Full text
ACM 200 180 80 15
IEEE 230 200 75 35
Science Direct 175 120 55 20
Springer 190 100 40 20
Wiley 140 80 45 10
Results 935 680 295 100

Table 4  Search string formulation
Keyword Synonym /Alternative word
Health (“Healthcare ” OR “Medical Healthcare ”)
MEC (“MEC uses” OR “MEC servers”)
5G (“Networks ” OR “Framework ”)
Integration (“Combination,” “OR “merge ”)
IoT (“IoT” OR “IoT medical”)

Fig. 3  Search queries representation
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context of healthcare is of minor concern. Research lack-
ing empirical analysis is also excluded.

Define quality assessment criteria
In systematic reviews and meta-analyses (SLRs), quali-
tative methods are used to assess the validity, reliability, 
and quality of the studies included. By applying these 
quality control methods, we ensure that the selected 
primary studies provide comprehensive information 

relevant to our research questions. Each study is evalu-
ated against a set standard of quality control, which is 
detailed in Table 5.

Primary study selection
The term “primary study” is used to describe specific 
topics covered in a book that examines a research ques-
tion. The tollgate approach is a five-stage structured 
process that has been used to select previous studies for 
this review. Using this method, 100 original studies were 
carefully selected according to quality criteria. Figure  5; 
Table 6 represent the main works, and Fig. 6 shows the 
whole process in the diagram.

Table 5  Quality assessment criteria
Sr. No QA questions
C1 Does the study provide substantial information about the 

application of IoT, 5G, and MEC in healthcare?
C2 Does the study adequately address the challenges in MEC 

and 5G networks in IoT-based healthcare applications?
C3 Is the information provided relevant to the current state 

and future potential of MEC and 5G integration within the 
healthcare sector?

Fig. 5  Final paper selection

 

Fig. 4  The process of formulating the search string
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Results and discussions
How do the MEC and 5G network facilitate IoT-based 
healthcare applications?
Healthcare applications using IoT can play an important 
role in monitoring and implementing various solutions. 
IoT devices can instantly collect patient data such as heart 
rate, blood pressure, and blood pressure [32]. Health apps 
can analyze this information and alert doctors or patients 
to any abnormalities and patterns that require attention. 
Patients with chronic diseases such as diabetes can bene-
fit from IoT devices that constantly monitor their health. 
These applications can collect this information, analyze 
trends, and provide personalized insights and recom-
mendations for better management [33]. IoT sensors can 
monitor the location and status of medical equipment to 
ensure efficient use and timely maintenance. IoT sensors 
can monitor temperature-sensitive drugs, vaccines, and 

blood products during storage and transportation [34]. 
Medical practices can instantly monitor temperature 
data and alert staff if temperatures fall outside acceptable 
ranges to keep things stable.

IoT-enabled chronic disease management helps 
patients with long-term health conditions such as dia-
betes, hypertension, and asthma track symptoms, keep 
their health metrics clean, and manage their business 
better [35]. These solutions include connected blood 
glucose monitors, blood pressure monitors, and spirom-
eters, as well as mobile apps for self-management and 
remote monitoring. IoT-based chronic disease manage-
ment can lead to better outcomes and lower healthcare 
costs by allowing patients to play an active role in health 
management [36].

Remote Patient Monitoring (RPM) solutions lever-
age IoT devices to remotely monitor patient vital signs, 
medication compliance, and other health metrics. These 
devices include wearable sensors, smart home monitor-
ing systems, mobile health apps, and more [37]. Tracking 
patient health data in real-time allows healthcare provid-
ers to monitor patient conditions and intervene quickly 
if needed, leading to improved patient outcomes and 
reduced readmissions. The telemedicine platform uses 
IoT devices such as cameras, meters, and digital sensors 
to provide virtual consultations between patients and 
doctors [38]. These platforms facilitate remote diagnosis, 

Table 6  Final paper selection
Year Final selection
2017 06
2018 16
2019 19
2020 21
2021 25
2022 08
2023 05

Fig. 6  Prism diagram

 



Page 8 of 13Ghadi et al. Journal of Cloud Computing           (2024) 13:93 

treatment, and follow-up care, especially for rural or 
underserved patients. By integrating IoT sensors with 
telemedicine platforms, doctors can collect more infor-
mation during virtual consultations, thereby improving 
the accuracy of diagnosis and quality of treatment [38].

IoT-based medication management helps patients 
adhere to medication regimens by providing alerts, dis-
pensing medications at scheduled times, and monitor-
ing compliance levels. These systems may include smart 
pill dispensers, prescription dispensers, and connected 
bottles. By tracking patients’ medication use in real time, 
doctors can detect adherence issues early and intervene 
to prevent medication errors or complications [39]. IoT-
based asset tracking and management systems can help 
hospitals track the location and real-time monitoring of 
medical equipment, supplies, and personnel [40].

IoT sensors can also be used to monitor environmental 
factors such as air quality, humidity, and noise in health-
care facilities, and the environment where healthcare 
applications can reliably analyze this data is good for 
patient comfort and safety. IoT tags on surgical instru-
ments can track their use, sterilization, and location in 
the hospital. Medical practices can reduce the risk of 
delays and errors in surgery by providing quick informa-
tion on available equipment [41].

5G technology in wireless communication is the new 
generation of mobile phones. Among all existing mobile 
networks, 5G provides a high-speed network to every-
one, anytime, anywhere. 5G is a bit different because 
of its new capabilities to connect people, and manage 
devices, equipment, and technology [42]. The category of 
5G technology Enhance mobile broadband (eMBB) is a 
key application for 5G systems, which use massive multi-
ple input, multiple output (MIMO) antennas, millimeter 
wave, and beamforming technology to deliver ultra-high-
speed connectivity over large areas.

URLLC is another category of 5G networks that pro-
vides low latency, ultra-high reliability, and rich quality 
of service (QoS) that cannot be achieved with traditional 
mobile network architecture. URLLC is designed for on-
demand real-time interaction such as remote surgery, 
vehicle-to-vehicle (V2V) communication, industry 4.0, 
smart grids, and intelligent transport systems. URLLC 
is designed for real-time needs such as remote surgery, 
vehicle-to-vehicle (V2V) connectivity, Industry 4.0, smart 
grids, and transportation systems. Another category of 
5G network is Massive Machine Type Communications 
(MMTC) which enables long-range communications at 
very cost-effective and low power consumption.

MMTC provides high data services, low power con-
sumption, and connectivity to IoT applications at lower 
costs for mobile users [43]. MMTC is used for high-
speed connections between low-speed devices such as 
healthcare devices. MEC is an advanced version of cloud 

computing. It is designed to bring the power of cloud ser-
vices closer to the user. When we think about IT, the first 
thing that comes to our mind is cloud computing, which 
is a well-known technology that offers many services to 
end users. MEC is the underlying technology that accom-
modates URLLC service latency. 5G can also rely on a 
variety of services that can be provided through network 
connections from different industries [44].

One of the key points of 5G is the network slicing that 
enables the work that needs to be done and resources are 
distributed using services to different services or tenants 
from the work available in the network. Network slic-
ing creates multiple logical connections that meet spe-
cific needs. Network Slice Selection Function (NSSF) is a 
function that helps users select the appropriate network 
and deploy appropriate Access Management Functions 
(AMF). A MEC application located in the decentralized 
cloud of the MEC system can participate in one or more 
network connections established in the 5G core network 
[45].

To address the complexity of medical data transfer from 
patient wearable devices, 5G network slicing is becom-
ing a catalyst for IoT innovation leading to new products 
and services in the medical field [46]. The combination of 
5G and MEC can support applications and use cases that 
require reliable low-latency communications (URLLC). 
5G wireless systems with MEC provide instant, low-
latency, high-bandwidth access to radio network services. 
Medical IoT devices have limited computing power and 
cannot run demanding algorithms. In MEC architecture, 
the medical device offloads the epilepsy detection task to 
MEC servers [47].

Offloading to MEC servers is the process of moving 
some computing functions of mobile devices or end-
points to servers at the edge of the network [48]. Medi-
cal device outsourcing involves moving some computing 
functions or data processing from the medical device 
itself to other computing applications, such as MEC serv-
ers. This approach has many benefits regarding time effi-
ciency, cost savings, and operational efficiency [49]. MEC 
servers use computing power at the edge of the network 
to collect and process data. Offloading can be used if the 
medical device has sufficient computing power to save 
device power and reduce task latency [50]. Energy saving 
is crucial for medical IoT devices that require long ser-
vice life. Figure 7 shows the MEC architecture and its role 
in healthcare devices.

5G networks provide faster and more efficient data 
transfer. This means healthcare IoT devices can send 
and receive data quickly, allowing them to operate in a 
low-power state in less time [51]. MEC servers reduce 
data processing latencies by moving power consumption 
closer to the edge of the network. In healthcare applica-
tions, especially sensor-based applications, low latency is 
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important for instant monitoring and decision-making 
[52]. MEC allows healthcare services to quickly process 
data without sending it remotely to cloud computing, 
resulting in faster response times. MEC servers enable 
local analysis and data collection. This reduces the risk of 
sending sensitive data long distances and provides greater 
control over the personal data of patients [19, 53]. MEC 
servers usually have local storage capacity. MEC serv-
ers can store patient data directly on edge servers rather 
than relying on centralized cloud storage. This local stor-
age provides rapid access to frequently requested patient 
information without the need to retrieve information 
from remote cloud servers [54].

What are the challenges in MEC and 5G networks in IoT 
Healthcare applications?
MEC and 5G networks present advanced potential to 
empower IoT healthcare applications [55]. Nonethe-
less, these technologies face several challenges that must 
be addressed to maximize their benefits in healthcare. 
Addressing these challenges will necessitate collabora-
tion among technology developers, healthcare providers, 
regulators, and other stakeholders. Solutions may involve 
technological advancements, design improvements, and 
the establishment of best practices to ensure successful 
integration of MEC and 5G networks into IoT applica-
tions. Below are the key challenges identified, and Fig. 8 

Fig. 8  Challenges in MEC and 5G network in IoT healthcare applications

 

Fig. 7  MEC architecture and healthcare devices
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illustrates these challenges in the context of MEC and 
IoT-based healthcare applications.

Inter nodes communication
The challenge of backhaul access in MEC and 5G net-
works involves ensuring robust connections among the 
MEC servers and the core network. As medical appli-
cations require high data transfer rates and increased 
numbers of connected devices, the backhaul networks 
need to be capable of handling significant bandwidth 
and capacity [56]. Addressing insufficient bandwidth is 
critical to prevent congestion, latency, and poor perfor-
mance in healthcare IoT applications utilizing MEC and 
5G networks. Moreover, healthcare applications demand 
real-time communication and data processing, making 
low-latency communication between nodes crucial for 
applications such as remote surgery and patient monitor-
ing [57–60].

Computational offloading
In 5G networks and MEC environments, computational 
offloading decisions are pivotal. Deciding whether to 
process data at the edge or transfer it to a central cloud 
entails balancing latency, bandwidth, and cost. Improper 
offloading decisions can negatively affect performance 
and increase latency [61]. The challenge is to optimally 
allocate computing tasks to either the edge or local 
devices to ensure efficient resource utilization and mini-
mize unnecessary data transfers [62].

.

Mobility management in network slicing
Network slicing, a pivotal feature of 5G, allows the cre-
ation of virtualized, dedicated network segments tailored 
to specific services [63]. Efficient mobility management 
between these slices is challenging, especially when 
ensuring uninterrupted service delivery for delay-sensi-
tive medical applications such as remote monitoring [64]. 
Maintaining communication quality amidst changes in 
signal strength and minimizing interference are crucial to 
the success of 5G in healthcare applications [65].

Scalability
Scalability is a significant challenge for MEC and 5G net-
works, particularly concerning the capability of the sys-
tem to accommodate an increasing number of devices, 
scale data volumes, and meet growing demand [80]. Scal-
ability issues can lead to bottlenecks and reduced system 
efficiency, thereby impacting the real-time functionality 
of healthcare services [66–68].

Security and trust management
Solving security and trust issues comes through imple-
menting a security framework that includes access, 

authentication, authorization, secure communication, 
and continuous monitoring [69]. Privacy breaches can 
lead to serious consequences, including identity theft, 
unauthorized access to medical information, and loss of 
patient trust [70]. Protecting medical information from 
unauthorized access and ensuring patient confidentiality 
is very difficult. Ensuring the integrity of medical records 
is crucial to prevent unauthorized falsification or altera-
tion. Data integrity measures should be taken to detect 
and respond to adverse changes [71]. Attackers attack 
critical network or computing resources by sending 
requests at a faster rate than the MEC server can process, 
preventing other nodes from accessing the resources 
[72]. It is important to select and implement secure com-
munication protocols between devices, edge servers, and 
the cloud in the middle. This includes protecting data 
during transmission and preventing man-in-the-middle 
attacks [73].

Implementation of local and dynamic privacy policies
Privacy policies for medical applications should be con-
sidered in the local context and consider factors such 
as region-specific regulations, cultural norms, and user 
preferences [74]. In the current system, privacy policies 
and guidelines are predefined at a global level and static 
over time. There is a need to find a mechanism to imple-
ment local and dynamic data protection policies. Failure 
to take local context into account can lead to non-com-
pliance, ethical concerns, and potential user resistance 
due to cultural differences [75]. Failure to consider user-
centric privacy can lead to a lack of user trust, reluctance 
to share data, and potential legal and ethical issues [76]. 
Existing privacy policies and guidelines in IoT systems 
need to be modified to support the adaptation of new 
technologies such as MEC. Inefficient use of edge com-
puting to maintain privacy can lead to unnecessary data 
leakage and privacy risks [49].

Drawbacks of current technologies in healthcare
Current Technologies in Healthcare While discussing 
the potential of MEC and 5G in healthcare, it is crucial 
to acknowledge the challenges these technologies may 
face. For instance, the significant amount of data pro-
cessed by these networks can cause delays, impacting the 
speed and efficiency of healthcare delivery [77]. Scalabil-
ity solutions, such as distributed computing and network 
optimizations, are needed to ensure real-time data pro-
cessing and timely access to patient information, which is 
critical for medical decisions.

The Implementation of MEC and 5G technologies 
must adhere to stringent data protection laws to safe-
guard patient privacy and prevent unauthorized access to 
medical information [78]. Developing strategies for inte-
gration with existing healthcare systems is essential for 
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seamless interoperability and data exchange, requiring 
concerted efforts in terms of resources and development 
of middleware solutions and APIs [79].

Conclusion and future work
5G-MEC integration in the field of Internet of Things 
has opened up new ways for its deployment, notably in 
the health care industry. Both of these technologies are 
instrumental in delivering real-time, accurate medical 
data analysis and inter-device communication. Unfortu-
nately, despite enormous potential, there are some opera-
tional difficulties limiting this promising collaboration.

The introduction of MEC and 5G technologies into 
the healthcare sector plays a crucial role in the develop-
ment of patient care due to their advanced data manage-
ment capabilities and improved connectivity for medical 
devices. Nevertheless, the implementation of these tech-
nologies is not devoid of challenges. Barriers such as scal-
ability, data protection, and network stability remain an 
issue today.

An important area for future research is to find ways 
how these barriers can be overcome, given the compre-
hensive network of data flowing in a complicated systems 
environment; this includes, but is not limited to, devel-
oping effective security protocols and creating adaptive 
infrastructure that can handle the skyrocketing volume 
of data from contemporary healthcare applications.

In order to achieve optimal MEC and 5G, research 
needs to be a continuous process. One of the efforts 
should be simplified data transmission and processing 
while maintaining patient data privacy and system secu-
rity at the highest level.

A pressing need exists for the evolution of novel tech-
nologies in support of health information systems that 
are responsive to the increasing sophistication of clinical 
networks. Not only will this serve as a means to safeguard 
patient records, but it will also keep health care delivery 
in line with advances in technology.

Dealing with these challenges will be an impetus for 
change, not only in the health system: as a result, it may 
transform the methods of care delivery, monitoring, and 
treatment management; this would contribute to enhanc-
ing global patients’ outcomes.

The process of developing these technologies contin-
ues. It portends the era where the health care system will 
be highly interconnected, efficacious, and trusted and 
make a tremendous contribution to those involved in 
caring as well as to those cared for.
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