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EDITORIAL

Technical and regulatory challenges of digital health implementation in
developing countries

Introduction

Over the past two decades, healthcare services have been
revolutionized by integrating information technology tools
into medical settings worldwide, with the aim of improving
the quality of care and saving resources. These tools enabled
health systems to adopt electronic health records (EHRs),
telemedicine platforms, health monitoring devices, and AI-
driven diagnostic tools [1,2].

Digital health tools can reduce medical errors, enhance
day-to-day medical processes, and increase revenue by sim-
plifying billing processes and attracting new patients with
convenient access to care [3]. In addition, these tools have
proven their immense value during times of global pandem-
ics as they helped to improve access to care, identify cases
early on, and manage the supply chain [4].

In developing countries, nations with limited industrializa-
tion and economic engagement where the people typically
earn low incomes [5], the digitization of healthcare systems
holds the potential to overcome their main shortcomings,
which are providing high-quality and affordable care.
Akintunde and colleagues conducted a narrative review to
identify available literature reporting the implementation of
various telemedicine modes in Africa found that digital
health can avoid the tragedy of people traveling long distan-
ces for regular healthcare services in many African countries,
where the scarcity of adequately staffed medical facilities,
primarily located in major urban centers [6]. In the United
Arab Emirates, several studies have reported that digital
health alleviated the burden of COVID-19 on the healthcare
system and improved access to care for older patients [7,8].
Furthermore, telepharmacy services and mobile health appli-
cations were found effective in reducing unnecessary hos-
pital visits during the pandemic, hence, reducing pressure on
the health system and preventing the spread of the virus [9].
For example, Platforms like Teladoc, Doctor on Demand, and
Amwell enabled patients to consult with physicians remotely,
reducing the need for in-person hospital or clinic visits [10].

Health systems in developing countries, however, encoun-
ter enormous technical and legal challenges that hinder the
consistent implementation and delivery of these services.
These barriers need to be effectively addressed to unlock the
full potential of digital health in transforming healthcare in
these regions. Therefore, these editorial aims to identify spe-
cific technical and regulatory challenges of digital health
implementation in healthcare settings in developing
countries.

Discussion

Despite their impact on the development and quality of care
in developing countries, technical and regulatory challenges
of digital health have been rarely studied in the literature.
Addressing these barriers is of utmost importance as they
are vital for establishing sustainable, inclusive, and effective
healthcare systems. This editorial provides insights into the
main technical and regulatory challenges of digital health
development, implementation, and functioning in developing
countries (Figure 1).

Success with digital health tools in developing nations
hinges on a coordinated effort among various stakeholders.
Governments and policymakers play a lead role, in establish-
ing policies and an environment that fosters the adoption of
these tools. Healthcare providers, as primary users of these
technologies, offer invaluable feedback, refining the tools to
meet specific, on-the-ground challenges. Collaboration
between technology developers and local communities often
leads to solutions specifically tailored to regional needs, com-
plemented by training initiatives to ensure optimal use.
International organizations, such as the World Health
Organization, contribute vital technical support and funding.
Concurrently, the trust and acceptance of patients and com-
munities amplify the reach of these tools. Meanwhile, con-
tinuous research from academia provides an indispensable
roadmap, pinpointing challenges and evaluating the success
of interventions, ensuring a smooth integration of technol-
ogy in these regions.

Technical challenges

Technical challenges facing the integration and functioning
of digital health in developing nations vary depending on
the country, type of technology tool, and the health setting.
Overall, there are five major technical issues surrounding this
topic; infrastructure limitations, interoperability, data security,
health information management, and healthcare workforce
capacity and training

Infrastructure and maintenance

Poor infrastructure poses significant technical obstacles that
impede the widespread implementation of technology tools
in health settings. This includes a lack of access to reliable
services like electricity and stable internet connectivity, which
creates barriers to implementing and using digital health
technologies effectively [11]. This was seen in countries like
India and Brazil [12,13]
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Healthcare facilities located in remote areas often experi-
ence limited access to essential services, limiting device func-
tioning and disrupting daily healthcare operations. Internet
connectivity is essential for data transmission, remote consul-
tations, and accessing medical records; however, slow or
intermittent connections in certain regions impede the use
of cloud-based applications and real-time telemedicine serv-
ices affecting patient care and decision-making processes
[11,14]. For example, in Ethiopia, a systematic review found
that poor infrastructure was a major barrier to the use of
electronic health records [15].

Moreover, data transmission issues may lead to delays
and errors when exchanging important healthcare data,
potentially hindering diagnosis and treatment planning proc-
esses. Underdeveloped infrastructure also compromises tele-
medicine and remote monitoring services, making them
unreliable or unavailable in areas with connectivity difficul-
ties [16]. For instance, in rural areas of Nigeria, regular power
outages make it difficult to operate medical devices, and
inconsistent internet prevents real-time consultations or data
retrieval [17].

Furthermore, maintenance and support of digital health
equipment can be challenging due to limited access to
trained technicians and spare parts, leading to prolonged
downtime and difficulty replacing faulty devices [18]. Sub-
Saharan Africa was particularly affected. Shortages of skilled
technicians and spare parts for CT scanners and MRI
machines led to extended downtimes. For example, in
Tanzanian hospitals, there were reported delays in repairing
broken equipment due to a lack of spare parts [19].

Interoperability

One more barrier across developing nations is the lack of
interoperability among healthcare facilities and systems.
Healthcare providers use disparate electronic health record
(EHR) systems or software that cannot easily exchange

patient information; as a result, sharing patient records
becomes a cumbersome and error-prone process.
Furthermore, the lack of interoperability leads to fragmented
patient records, making it hard for healthcare professionals
to gain an in-depth view of each patient’s medical history;
such fragmentation hinders efficiency, delays diagnosis, and
may cause medical errors due to incomplete or inaccurate
data [18].

Cybersecurity

Inadequate cybersecurity measures and data privacy regula-
tions also present serious threats to digital healthcare sys-
tems in developing nations. Healthcare facilities with limited
resources may find it challenging to implement effective
cybersecurity protocols, leaving their systems exposed to
cyber-attacks and breaches. Cybercriminals may take advan-
tage of these weaknesses to gain unauthorized access to
confidential patient data, breaching patient privacy and con-
fidentiality and leading to serious consequences, including
identity theft, medical fraud, and reputational damage to
healthcare institutions. In addition, mishandling patient data
may lead to legal and ethical implications, which further
impede the adoption of digital health technologies [20]. For
example, Indian healthcare faced 1.9 million cyberattacks in
2022 [21]. Dr. Lal PathLabs, one of India’s premier diagnostic
chains, inadvertently left a large amount of patient data
unprotected on public servers, leading to the breach and
exposure of confidential patient data such as names,
addresses, and test results [22].

Regulatory challenges

There are several regulatory barriers to the development,
implementation, and functioning of digital health in develop-
ing countries.

Figure 1. Categories of technical and regulatory challenges to digital health implementation in developing countries.
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General challenges

In many developing nations, digital health regulations tend
to be disorganized, with multiple bodies exerting control
without clearly delineated responsibilities. Fragmented regu-
lations can impede the effective use of digital health tech-
nologies, leading to potential health risks and market
inefficiencies. Technological developments often outpace the
regulatory bodies’ abilities to keep up with them, leading to
outdated guidelines and legal grey areas that further compli-
cate regulation processes. India, for instance, boasts multiple
organizations such as the Central Drugs Standard Control
Organization (CDSCO), the Ministry of Health and Family
Welfare (MoHFW), and the Ministry of Electronics and
Information Technology (MeitY), all playing different roles in
regulating digital health. However, due to a lack of an estab-
lished framework defining their responsibilities, this can
sometimes cause confusion, delays, or overlaps in regula-
tion [23].

Additionally, the absence of regulatory mechanisms to
ensure that insurance companies cover telemedicine and
digital health services makes these potentially beneficial serv-
ices financially inaccessible to many individuals, despite their
promise for improving access to care.

Furthermore, the diverse nature of digital health tools,
including mobile health (mHealth) apps, wearables, tele-
medicine platforms, and electronic health records (EHRs),
further exacerbates this complexity in regulatory terms.
Another difficult regulatory task is to determine whether
these tools fall under medical devices, pharmaceuticals, or
another category. This complexity stems from the fact that
many of these tools overlap multiple categories and that
the categories themselves are evolving with technology. As
a result, this lack of clarity leads to uncertainty regarding
regulatory processes and requirements for each tool.
MHealth applications, for instance, fall into a grey area in
the existing regulatory framework. Hence, some can be
treated as medical devices while others fall outside of
stringent regulation requirements, creating potential gaps
that leave patients at risk and data security vulner-
able [24].

Another significant challenge in digital health regulation
is the shortage of technical expertise among regulatory
staff. This shortfall hinders the successful implementation
and oversight of digital health technologies. Those respon-
sible may lack an in-depth understanding of the technolo-
gies they regulate, making it difficult to fully grasp
potential risks and benefits. This often leads to ineffective,
misplaced, or overly restrictive regulations that stifle innov-
ation and diminish the potential health benefits of health-
care provision.

Integrity

Digital health enterprises collect and process enormous
quantities of sensitive patient data daily. This includes per-
sonal identifiers, medical histories, genetic information, and
much more, all of which must be securely protected for the

sake of patient security. Without adequate data protection
laws in place, data breaches pose a high risk that could
expose patient information, leading to potentially severe
consequences such as identity theft or privacy invasion. If
individuals lack trust in the security of their data, they may
be disinclined to use digital health technologies, reducing
their potential benefits.

Regrettably, some countries in Africa lack comprehensive
laws that govern how sensitive health data should be col-
lected, stored, and utilized. Nigeria, one of Africa’s most
populous nations, only implemented its first comprehensive
data protection regulation in 2019. Efforts at implementation
and enforcement are still in their early stages [25]. Such
regulatory inadequacies leave sensitive health data vulner-
able and can lead to privacy violations, potentially discourag-
ing citizens from adopting digital health technologies due to
perceived risk.

Southeast Asia presents another example where many
countries are grappling with similar issues. In 2019, a breach
in a Singaporean health database led to the unintended dis-
closure of HIV patient records, underscoring the imperative
need for robust data protection measures as more healthcare
services transition online [26].

Conclusion

Digital health innovations offer immense promise to trans-
form healthcare provision. However, developing countries
face daunting technical and regulatory barriers to their full
realization. From infrastructural limitations and interoperabil-
ity issues to inadequate data security measures and regula-
tory complexities, these obstacles prevent digital health’s full
potential from being realized. Addressing them is not merely
beneficial; it is critical for creating sustainable, inclusive
healthcare systems with robust infrastructure. Further
research must provide context-specific solutions, fostering an
enabling environment for the implementation and utilization
of digital health in these regions.
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